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Disclaimer

Customers must design and develop their products referring to the information provided in the
document. The Company shall not be liable for any damage caused by failure to comply with relevant
operation or specifications or rules. Due to product version upgrade or other reasons, the Company
reserves the right to modify any information in this document at any time without prior notice and any
responsibility. Unless otherwise agreed, all statements, information and suggestions in this document
do not constitute any express or implied guarantee.

Copyright Notice
Copyright © 2024 Fibocom Wireless Inc. All rights reserved.

Unless specially authorized by the Company, the recipient of the documents shall keep the documents
and information received confidential, and shall not use them for any purpose other than the
implementation and development of this project. Without the written permission of the Company, no
unit or individual shall extract or copy part or all of the contents of this document without
authorization, or transmit them in any form. The Company has the right to investigate legal liabilities
for any offense and tort in connection with violation of confidentiality obligations, or unauthorized use
or malicious use of the said documents and information in other illegal forms.

Trademark Statement
FibccoNn The trademark is registered and owned by Fibocom Wireless Inc.

Other trademarks, product names, service names and company names appearing in this document
are owned by their respective owners.

Contact Information
Website: https://www.fibocom.com

Address: 10/F-14/F, Block A, Building 6, Shenzhen International Innovation Valley, Dashi First Road, Xili
Community, Xili Subdistrict, Nanshan District, Shenzhen

Tel: 0755-26733555

Safety Instructions

Do not operate wireless communication products in areas where the use of radio is not recommended
without proper equipment certification. These areas include environments that may generate radio
interference, such as flammable and explosive environments, medical devices, aircraft or any other
equipment that may be subject to any form of radio interference.

The driver of any vehicle shall not operate wireless communication products while controlling the
vehicle, otherwise will be reduced the driver's control of the vehicle , resulting in safety risks.

Wireless communication devices do not guarantee effective connection under any circumstances,
such as when the (U) SIM card is invalid or the device is in arrears. In an emergency, please use the
emergency call function when the device is turned on, and ensure that the device is located in an area
with sufficient signal strength..
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~ibccom Applicable Model

Applicable Model

No. Applicable Model Description

FM101, FG101, FM150, FG150, FM160,

1 FG160, NL652, NL668, NL952, FB520, Fibocom FbLogCapTool Tool User Guide
FM100,FG132
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~ibccom Change History

Change History

V1.8(2024-1-16) Add platform FG132 Log cap related usage instructions
V1.6 (2022-12-02) Fix the wrong screenshot

V1.5 (2021-11-27) Added chapter 8 "FAQs and Solutions"

V1.4 (2021-11-19) Add the description of capture setupapi log function.

Add the description of capture WMI log function.
Add the description of capture WDF log function.
Add the description of capture WER1 log function.
Add the description of capture WER2 log function.
Add the description of capture system log function.
Add the description of capture windows application log function.
Add the description of capture WWAN SVC log function.
V1.3 (2021-11-11) Add the description of auto clean log function
Add the description of listen APN and listen Ping function.

V1.2 (2020-09-18) Added tool to support NL652 description

Fixed the display information corresponding to the Module QXDM  status
label in chapters 4 and 5

V1.1 (2020-06-17) Standardized format
Deleted unnecessary content
V1.0 (2020-03-01) Initial version
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1 Usage Scenarios

This tool is to solve the Log capture tool of Qc platform, including two different connection methods
such as LAN and USB:

1.

For the LAN connection method to capture the log method, the module needs to
support the network. Users need to connect the network port of the finished machine
with a network cable to the network port of the PC. At this time, the PC will get the IP
assigned by the DHCP service, which is in the same local area network as the module.
Open this tool on the PC and connect to the module specific IP (192.168.225.1) to grab
the module log file or real-time log stream. At present, only 192.168.225.1 s
considered, other network segments are not considered, and encryption, login, etc.

are not considered.

There are offline mode and online mode for capturing Log by USB connection. Online
mode, when the module is connected to the computer, the Device Manager needs to
have the Diagnostics port mapped out. Offline mode, when the module is connected
to the computer, the device manager needs to have the ADB port mapped out. If the
Device Manager cannot map the Diagnostics port and the ADB port, you can use the

AT command to switch the USB mode to a supported mode.

Precautions:

Before using the FbLogCapTool tool to capture the Log, must first manually execute
the AT+GTQXDMLOG=0 command; Only used for FM150/FG150/NL95X,

Before using the USB method to capture the module log, close all Qualcomm tools,

such as QPST and others, to avoid port occupation.
NL95X does not support USB capture offline log, unplug USB cable in running state;

The latest version of FM / FG150, need user switch to the mode that supports RNDIS
(such as 24 mode), user can directly test the capture offline log with a USB

connection;

FM150 / FG160 / FM160 /FG132does not support LAN capture Log; NL95X and FG132
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does not support capturing App log;

6. When FG150 in non-RNDIS mode, user need to connect a network cable to support

LAN capture Log;

7. Due to the limited memory size of the module, it is not possible to save large files.
Therefore, the maximum number of offline logs is only 3, and the maximum size of a
single file is no more than 10M. If the single log file exceeds 10M, the log file will be
automatically deleted and the log will be written again(Recommend to use USB

online);
8. NL652 does not support the log capture function of the entire Lan;

9. NL652 and FG132 does not support USB offline Log capture function, that is, no ADB

port is required.
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2 Function Description

1. The tool supports Log capture of module and host.

2. The log part of the module contains the log. Log size setting of Qxdm, APP, Kernel|,

etc., there are several ways as follows:

A. Capture Qxdm, App, Kernel log in LAN online mode and set App Log level
B. Capture Qxdm, App, Kernel log offline by LAN

C. USB online capture Qxdm Log

D. USB offline capture Qxdm, App, Kernel log
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3 Interface Display

X

Module-Lan Module-USB Adjust
IP: |192.168.225.1 Connect
LogFolder D:\Project\CommonTools\QcLogCapTool(UsbLan)\QcLogCapTool\E
Disk Left: 306.89 GB Current Log Size: 0.00 MB

Max Log Size(GB): 4 Log Fragment(MB): 50

Qxdm

Module QXDM Status:
QXDM Cfg:
Grab Type:

Log In Module:

APP & Kernel

APP Log Level: Change Level:
Get Log File:

Real Time Log:

X

Module-Lan Module-USB Adjust

LogFolder D:\Project\CommonTools\QcLogCapTool(UsbLan)\QcLogCapTool\Bin\Debug
Disk Left: 306.50 GB Current Log Size: 54.67 MB

Max Log Size(GB): 4 Log Fragment(MB): 50
Qxdm
Module QXDM Status:
QXDM Cfg: Select File
Grab Type:

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel
App Log: Get App

Kernel Log: Get Kernel
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X

Adjust

LogFolder E:\DriverWork\TOOL\FM150\Cap_Log 20210422\QcLogCapTool\Bin\Release\

Disk Left: 0. Current Log Size:

USB MBIM:

MBB Log:

Setupapi Log: WMI Log:

'WDF Log: WER1 Log:

'WER2 Log: System Log:

WinApp Log: WwanSVC Log:
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4 Capturing Modem Log by LAN

Before using the FbLogCapTool tool to capture the Log, you must first manually execute the
AT+GTQXDMLOG=0 command.

4.1 Preconditions

The connection between the module and the PC needs to be via a network cable.

The module needs to switch to the mode that supports RNDIS and can support

network communication (for example, switch to 24-mode under USB)

IP address: Under the above two preconditions, after the module is connected to
the window system, it will map a new network device on the windows network
connection. It needs to be manually modified to the IP of the same network

segment as 192.168.225.1. No communication.

4.2 Set the Log File Size

1.

Click the LogFolder button to view the log collection folder and log files;

Display the size of the current disk file;

Refresh the size of the current LogFolder file, and update the information about the

size of a LogFolder file when grabbing the log file or log file stream;

Set the maximum value of the LogFolder file:

1)

When the set maximum value of LogFolder is greater than the remaining disk

space, the user is prompted to reset it;

When the set maximum value of LogFolder is greater than the size of the current
LogFolder file, the user is prompted whether to delete the Log file in the current

LogFolder;

Set the maximum value of a single log file:
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The set size of a single log file cannot be greater than the maximum value of the

LogFolder folder. When the maximum size of a single log file is reached, the file size is

automatically cut.

4.3 Capturing the Qxdm Log of Module

4.3.1 Online Capturing

Click the Select File button to import the cfg configuration file first;
Select the Qxdm Online option in the drop-down box of Grab Type;

Click the Start button to start capturing Qxdm's Log, and Module Qxdm status

shows as Starting;

After starting log capture, the module will send the log content to the tool in real
time through the networkthe tool saves the log file according to the

subcontracting settings,

After clicking the Stop button, Qxdm's log crawling will stop, and Module Qxdm

status shows as Stopping.

4.3.2 Offline Capturing

—_

. Click the Select File button to import the cfg configuration file first;

Select the Qxdm Offline option in the drop-down box of Grab Type;

After clicking the Start button to start, the Module Qxdm status shows as Starting
(the module end is collecting logs and writing files). At this time, you can
disconnect the network cable, and then connect the network cable again when you

need to grab the Log in the future,

Click the Stop button to stop the collection of logs on the module side, that is, to

stop offline log capture, and Module Qxdm status shows as Stopping;
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5. Click the Refresh button to refresh the Log capture status and log file list

information;

6. After selecting the log file from the drop-down box, click the Grab button to grab
the specified Log file;

7. Click the Clear Offline Files button to clear the existing Qxdm Log file in the

module.

4.4 Capturing App and Kernel Log of Module

4.4.1 LAN Capturing the Entire Log File of App and Kernel

First select the log file from the Get Log File drop-down box, and then click the Grab button to grab the
log files corresponding to the APP and Kernel. The log file will be saved in the file directory where the
tool is located. \LogFolder\LanMode, click the LogFolder button to View.

4.4.2 Capturing Real-time Log Stream of App and Kernel in LAN

First select the log file from the Real Time File drop-down box, and then click the view button, you can
see the Log stream transmitted from the module in real time in the display area of the tool; the
content inside will update the latest 100K in real time. At the same time, the complete Log stream will
be saved in the file directory where the tool is located. \LogFolder\LanMode, click the LogFolder button
to view.

Copyright © Fibocom Wireless Inc. 12
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5 Capturing Module Log by USB

Before using the FbLogCapTool tool to capture logs:

1. Manually execute the AT+GTQXDMLOG=0 command. This item is only applicable to FM150, FG150,
and NL95X projects.

2. Manually execute the AT+GTDIAGEN=1,1 instruction. This item is only applicable to the FG132

project.

5.1 Setting the Log File Size

1.

Click the LogFolder button to view the log collection folder and log files;
Display the size of the current disk file;

Refresh the size of the current LogFolder file, and update the information about

the size of a LogFolder file when grabbing the log file or log file stream;
Set the maximum value of the LogFolder file:

When the set maximum value of LogFolder is greater than the remaining disk

space, the user is prompted to reset it;

When the set maximum value of LogFolder is greater than the size of the current
LogFolder file, the user is prompted whether to delete the Log file in the current

LogFolder;
Set the maximum value of a single log file:

The set size of a single log file cannot be greater than the maximum value of the
LogFolder folder. When the maximum size of a single log file is reached, the file

Size is automatically cut.

5.2 Capturing Module Qxdm Log

5.2.1 Online Capturing

1. Click the Select File button to import the cfg configuration file first;
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2.

3.

Select the Qxdm Online option in the drop-down box of Grab Type;

Click the Start button to start capturing Qxdm's Log, and Module Qxdm status shows

as
OnLineRunning;

After starting Log capture, the module will send the Log content to the tool through
the DIAG COM port in real time, the tool saves the Log file according to the

subcontracting settings;

After clicking the Stop button, Qxdm's log crawling will stop, and Module Qxdm status

shows as

OnLineStopped.

5.2.2 Offline Capturing

—_

. Click the Select File button to import the cfg configuration file first;

Select the Qxdm Offline option in the drop-down box of Grab Type;

After clicking the Start button to start, the Module Qxdm status shows as Qxdm offline
is running (the module end is collecting logs and writing files), At this time, you can
disconnect the network cable, and then connect the network cable again when you

need to grab the Log in the future;

Click the Stop button to stop the collection of logs on the module side, also to stop

offline log capture, Module Qxdm status shows as Qxdm offline is stopped,;
Click the Get Offline Files button to grab the existing Qxdm Log file in the module;

Click the Clear Offline Files button to clear the existing Qxdm Log file in the module.

5.3 Capturing App and Kernel Log of Module

1.

Click the Get App button to grab the App log file of the module;
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2. C(lick the Get Kernel button to grab the Kernel log of the module.
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6 Capturing Log on the Host

6.1 Capturing USB MBIM Log

1. Click the Start button to start USB MBIM Log collection. The button changes to Stop.
After the collection is complete, click the Stop button to complete the USB MBIM Log

capture. After the capture is complete, there will be a prompt completion box;

2. USB MBIM Log capture function does not support win7 system, only supports win10

system.

6.2 Capturing DUMP Log

Click the Start button to start capturing DUMP Log, after the capture is complete, a prompt completion
box will appear.

6.3 Capturing MBB Log

Click the Start button to start capturing MBB Log, after the capture is completed, a prompt completion
box will appear.

6.4 Capturing Setupapi Log

Click the Start button to start capturing Setupapi Log, after the capture is completed, a prompt
completion box will appear.

6.5 Capturing WMI Log

Click the Start button to start capturing WMI Log, after the capture is completed, a prompt completion
box will appear.

6.6 Capturing WDF Log

Click the Start button to start capturing WDF Log, after the capture is completed, a prompt completion
box will appear.

6.7 Capturing WER1 Log

Click the Start button to start capturing WER1 Log, after the capture is completed, a prompt
completion box will appear.
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6.8 Capturing WER2 Log

Click the Start button to start capturing WER2 Log, after the capture is completed, a prompt
completion box will appear.

6.9 Capturing System Log

Click the Start button to start capturing System Log, after the capture is completed, a prompt
completion box will appear.

6.10 Capturing Windows Application Log

Click the Start button to start capturing WinApp Log, after the capture is completed, a prompt
completion box will appear.

6.11 Capturing Windows WWAN SVC Log

Click the Start button to start capturing WwanSVC Log, after the capture is completed, a prompt
completion box will appear.
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— X

Adjust

LogFolder E:\DriverWork\TOOL\FM150\Cap_Log_20210422\QcLogCapTool\Bin\Release\

Disk Left: 80.82 GB Current Log Size: 1935.93 MB

Status:

USE MBIM:

MBB Log:

Setupapi Log: WMI Log:

'WDF Log: WER1 Log:

'WER2 Log: System Log:

WinApp Log: WwanSVC Log:

¥ » Cap_log 20210422 » QclogCapTool » Bin » Release [} LogFolder » Hostlog ] v | D
Blame Date modified Type Size
CoreDump 2021-11-1917:26 File folder
Setupapi 2021-11-19 17:25 File folder
System 2021-11-1917:26 File folder
WDF_2021_11_19_17_26_00 2021-11-1917:26 File folder
Win_App 2021-11-1917:26 File folder
WMI_2021_11_19_17_25_57 2021-11-1917:25 File folder
Wwan5VC 2021-11-1917:26 File folder
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7 Other Configurations

7.1 Auto Clean Log

Check the “Auto Clean Log” check box on the UI to automatically clean logs.

Module-Lan Module-USBE Host

I_UH| wiaaci Be Y IV WEWE M L0 %l e 0 IV D F W \wr.r_l.ui_.’_ﬁus 1™ e \“Iul-‘-lywrll\ll-ll AT IRIRT AR ) o)
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment(MB): 50

Qxdm | Refresh Status

Module QXDM Status:

QXDM Cfg: Select File

Grab Type:

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ ]Auto Clean Log [ |Listen APN [ ]Listen Ping
Timing Days: 1 (day) Ping Address: 127.0.0.1

After APN or ping exception will stop capture log (timeouts):

To adjust the default time, user can set the “Timing Days” in the timing days area.
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ule-Lan Module-USB Host

LUHl L LW Ly | B Yl IWET WEWE M W] W e W0 IV D W \HIF_I-HB_&U& 1 e i o o i el o 1 NN LR DD A
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment(MB):

Qxdm _ Refresh Status

Module QXDM Status:

QXDM Cfg: Select File

Grab Type:

Log In Module: Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ JAuto Clean Log [ |Listen APN [ ]Listen Ping
Timing Days: 3| (day) Ping Address: 127.0.0.1

After APN or ping exception will stop capture log (timeouts):

7.2 Auto Listen APN

Click the "Listen APN" check box on the UI to start the process of listen to the APN operation. At this
time, the tool will send a request to query the APN information through the AT port use AT command,
and read the APN information returned from the module side. Then, analyze whether the returned
APN information is correct. The tool stops fetching logs after a certain interval.
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ule-Lan Module-USB Host

I_UH| wuiaac B YD IWESE WH WL M § 0 W b (1 IWE W \HJF_I-UH_I-UL LI D 2 ¥ ) \q‘ul.'uswr.rluul ARSI VSIS
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment(MB):

Qxdm _ Refresh Status

Module QXDM Status:

QXDM Cfg: Select File

Grab Type:

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ JAuto Clean Log [ |Listen APN [ ]Listen Ping
Timing Days: 3 (day) Ping Address: 127.0.0.1

After APN or ping exception will stop capture log (timeouts):

7.3 Auto Listen Ping

Click the “Listen Ping” check box on the Ul to start the Ping listening process. In this case, the tool will
Ping the specified server IP address at a certain interval. If the Ping fails or timeout during the Ping
process, the tool will stop capturing logs after a certain interval.
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Module-Lan Module-USB Host

I_UH' waaac B Rl IWE] W WML g0 W e 0 IWE 1 oW ‘\-]P_I-'I-IH_I-I"- LIl 1 0 \\-{HI—UH\‘]PIUUI AT IR TR b — )
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment(MB):

Qxdm Refresh Status

Module QXDM Status:
QXDM Cfg: Select File
Grab Type:

Log In Module: Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ JAuto Clean Log [ ]Listen APN [ |Listen Ping

Timing Days: 3 (day) Ping Address: 127.0.0.1

After APN or ping exception will stop capture log (timeouts):

On the right of the “Ping Address” label, user can edit and set the server IP Address to be Ping. As
shown in the figure below.
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Module-Lan Module-USB Host

I_UHI Ll LW Ly | B WD IWER] WEWE M LT Wl W IFE D W \“IP_I-UH_LVL LI =1 ) \_\-"HI-‘JH“IPI““I ARFIED UVE IR
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment{(MB):

Qxdm Refresh Status

Module QXDM Status:
QXDM Cfg: Select File
Grab Type:

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ JAuto Clean Log [ ]Listen APN [~]Listen Ping

Timing Days: 3 (day) Ping Address: 10.192.13.12

After APN or ping exception will stop capture log (timeouts):

7.4 Configuring Delay Stop Capture Log

User can edit the delay stop Log capture process in the edit box as shown below.
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ule-Lan Module-USB Host

LUHl wiiuca B VAT IWET WEWE M LT Wb IV D W '\_MIF_I-U\_.’_LUL B T il o e ] Sl o B WA LR DD VR TR
Disk Left: 84.01 GB Current Log Size: 20.80 MB

Max Log Size(GB): 4 Log Fragment({MB):

Qxdm Fibocom USB Diagnostics (COM43) Refresh Status

Module QXDM Status:

QXDM Cfg:  E:\DriverWork\TOOL\FB520\FbLogCapTool\Bin\ Select File

Grab Type: |Qxdm Online

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: Get Kernel

Other

[ JAuto Clean Log [~]Listen APN [~]Listen Ping
Timing Days: 3 (day) Ping Address: 10.192.13.12

After APN or ping exception will stop capture log (timeouts):

7.5 Matters Need Attention

1. The auto clean Log, APN and Ping listening functions only apply to capture online QXDM log.
2. The auto clean Log, listen APN and listen Ping functions are optional and can be choose as required.
3. The listen APN function depend on the AT port.

4. The auto clean Log, listen APN and listen Ping functions can be enabled or disabled during log
capturing.
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8 FAQs and Solutions

Fault 1: Symptom an notice message is displayed  “Start Qxdm offline Failed, Please check adb port”
when the QXDM offline log is captured in USB mode.

jule-Lan Module-USB Host

LogFolder E\DriverWork\TOOL\FM150\Cap Log 20210422\QcLogCapTool\Bin\Relea
Disk Left: 80.85 GB Current Log Size: 0.00 MB

Max Log Size(GB): 4 Log Fragment(MB): 50

Qxdm Fibocom USB Diagnostics (COMA48) Refresh Status

FblogCapTool
Module QXDM Status:

Start Cxdm offline Failed, Please check adb port!

QXDM Cfg:  ENDriverV Select File

[ ox ]

Grab Type:

Log In Module: | Get Offline File Clear Offline Files

APP & Kernel

App Log: Get App Kernel Log: |GetKernel USBPcaplog: Start Capture

Solution:

Step 1: Check and confirm the current USB port mode. Must be make sure that the current USB port is
in mode 17 or 24, and that the AT or Modem port and ADB port exist.

Step 2: Check and verify that the ADB port is not occupied or open by another program. If it is
occupied, close it and ensure that it is not occupied.

Step 3: Run the Command Prompt tool to check whether the daemon service on the module is started
and ensure that the device is online. As shown below.
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BN Ch\Windows\system32\cmd.exe

63. 14401
REETEHA .

. killing...
1 rte ) v &
g adbd as

imradb start-server
* daemon not running. starting it now on por
¥ daemon started suct I':'.:'.11]11"r" ¥

LA\ Usersh\zxmradb shell

;OH

Liwlsershzxmradh root

adbd 15 already running as root
v sersizxmradb shell

f oy

LivUsersizxm

LiyUsersyzxm

User can run adb devies on the CLI to check whether the module device is online. If = “List of devices
attached” is NULL, the module device is offline or the module daemon service is not started properly.
In this case, user can run “adb kill-server” --> “adb start-server” -—-> “adb devices” to check whether
the daemon is started properly and whether the module device is online. If there is still no device
information in the device list, please replace the computer or update the Google ADB driver and try
again.

o During this step, the user does not need to close the Cap Log tool.

Step 4 If the preceding steps still cannot be resolved, report the problem to the Modem Team.

Fault 2: Symptom an notice message is displayed “Failed to Read Current Usb Mode, Please check
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com port” when the QXDM offline log is captured in USB mode.

Module-USB

LogFolder Ch\Users\zxm\Desktop\FELogCapTool 2.0.0.9\FELogCapTool 2.0.0.9%LogF«
Disk Left: 27.48 GB Current Log Size: 43.00 MB

Max Log Size(GB): 4 Log Fragment{(MB): 50

Qxdm Fibocom USB Diagnostics (COM189) Refresh Status

FBLogCapTeool

Module QXDM Staty
Failed to Read Current Usb Mode. Please check com port!

QXDM Cfg: C\Us elect File

Grab Type:

Log In Module: | Get Offline File  Clear Offline Files

APP & Kermnel

Solution:

Step 1: Check and confirm the current USB port mode. Must be make sure that the current USB port is
in mode 17 or 24, and that the AT or Modem port and ADB port exist.

Step 2: Check and verify that the AT port or Modem port is not occupied or open by another program.
If it is occupied, close it and ensure that it is not occupied.
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